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Question No : 1

You have a VOWLAN configured for platinum QoS, WMM, and CAC. IP phones for this
VOWLAN include the Nokia and Cisco Unified Wireless IP Phones 7920G (pre-v2.0
firmware), 7921G, and 7925G. The Wireless IP Phones 7921G and 7925G work properly,
but the Nokia and the Wireless IP Phones 7920G associate with the WLAN but cannot
place calls. What is the issue?

A. The lowest mandatory speed in the WLAN is too high and needs to be reduced.

B. The Cisco Unified Wireless IP Phones 7920G and Nokia IP phones do not support
TSPEC.

C. EDCA needs to be enabled on the WLAN.

D. HCCA needs to be enabled on the WLAN.

E. The reserved roaming bandwidth setting is set too low.

F. The expedited bandwidth setting needs to be enabled.

Answer: B

Question No : 2 CORRECT TEXT

Scenario

One of your colleagues has setup a test network in the lab to simulate a new building atone
of your regional offices. Your team is testing AP failover. Your colleague has requested you
to configure the WLCs so that in the event of a loss of one of the WLCsthe other wings APs
will fail over to the remaining WLC.

The APs on the East-WLC-2504A should fail over to the West-WLC2-2504A, and the APs
on the West-WLC2-2504A should fail over to the East-WLC-2504A.

Set the priority of the APs so the backup controller recognizes the join request from the
higher-priority AP and if necessary disassociates a lower-priority AP to provide access to
an available port.

Not all menus, tabs and features are supported.

Topology
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3700-North-Wing (Future)

Data Center
West-WLC2-2504A East-WLC-2504A

=

3700-West-Wing 3700-East-Wing
Management

Console

3700-South-Wing (Future)

ECURITY MANAGEMENT

Monitor Summary =
Summary 46 Access Points Supported
b Access Points
b Cisco CleanAir
b Statistics
» CDP
» Rogues
fals Controller Summary Rogue Summary
Multicast Mana
gement IP 10.10.10.10, /128
Applications Address Active Rogue APs 14 Detail
Saftware Version 8.0.110.0 Active Regue Clients 1 Detail
Field Recovery Image o100 o Adhoc Rogues 0 Detail
Version 0 =
System Name East-WLC-Z504A Rogues on Wired Network
Up Time & days, 3 hours, 39 minutes
System Time Tue Sep 29 08:40:35 2015 Top WLANs
Redundancy Mode MNfA
Profile Name # of Clients
Internal Temperature +32 °C

802.11a Network

i Enabled

mbe Most Recent Traps
802.11b/g Network g 0q
State

Rogue AR: 00:23:

159 detected on Base Radio MAC: b5i38:61:91:F3:80 Interface no: 0{B02.11bjg:
Local Mobility Group  testlab

CPU(s) Usage 0%
Individual CPU Usage  0%{1%, 0%/ 1%

Rogue AP : 60:02:b4:49:a1:0b removed from Base Radio MAC : b&:38:61:9
Rogue AP: 74:85:

3:80 Interface no:1(802:11

hi49 detected on Base Radio MAC: bS:35:61:91:F3:80 Interface no: O(802.11n(2.
Rogue AP : 40:16:7e:a1:87:40 removed from Base Radio MAC : b&:38:61:91:F3:80 Interface no:0(802.11
Rogue AP: 74:85:2a:77:fb:51 detected on Base Radio MAC: b8:32:61:91:F3:80 Interface no: 1(802.11ac)

View All

Memory Usage 53%

Access Point Summary
Top Applications

e o i Application N Packet Count Byte Count
802.11a/nfac 3 P ® - pplication Name acket Coun yte Counl
Radios e
:ozd.nw;,tn 1 ®1 ® Deta
e This page refreshes every 30 ssconds.
ual-Ban
Radios g ®o0 ® o0 Detai
All APs 1 o1 @® o0

Client Summary

fi £ Pinc Logout R
afe]n . Fing b
cisco M A LCONTROLLER
WLANs WLANs
~ WLANS Current Filter:  Hone [Change Filter] [Clear Filter]
WLANS
¥ Advanced
E WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
=] WLAN East EAST Enabled [WwpA2][Auth{302 1:)]
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANSs WLANS > Edit 'TestWLAN
- WLANS General |' Security '|' QoS '\|" Policy-Mapping | Advanced )
WLANS
g Advanced Profile Name East
Type WLAN
SSID EAST
Status ¥ Enabled
Security Policies None
(Modifications done under security tab will appear afte

Foot Notes

1 Web Poicy cannot be used h combhnation wih IPsec

2(a) FiexCennect Local Switching & not supported wih 1Psec, CRANITE authentication, Override Interface ACLs

2(b) When flexconnect local authentication i enabkd, frespectve of AP on connected or standabne mode the AP wil act as NAS

2(c) When fiexconnect bcal authentication is disabled, AP on connected mode wiluse WLC as NAS and AP as NAS whike its on standakbne mode
3 When clent exclision s enabled, a Timeowt Valie of zero means nfnky (will require adminktratve override to reset exclided clients)

4 Clent MPP & not active uniess WPA?2 ks confgured

5 Learn Clent IP & configurable onk when FlexConnect Local Swiching & enabled

& WHMM and open or AES securky should be enabled to support higher 11n rates

7 Valie zero imples there s ne restriction on maximum clients albwed.

& MAC Fikering & not supported with FlexConnect Local authenication

9 MAC Fikerng should be enabkd.

10 Guest iunnelng, Local swidching, DHCP Requred should be dsabked.

11 Max-assockted-clents feature and Central Assoc feature are not supported with FlexCennect Local Authentation.

12 VIAN based central swiching & not supported wih FlexConnect Local Authentcation.

132 Fhabing gik-randomize wil prevent cienis from decrypting broadcast and mukicast packets.

14 Fast Transkion & supported wih WPAZ2 and open securly poky

15 Override Bandwidth Contracts parameters are speciic to per Radib of AP, A valwe of zero (0) hdicates that the valie specified i the sekcted QoS |
17 When Diagnosti Channel s enabled, P2P Bhcking Action wilbe assigned to Drop Acton

Answer: Pending

Question No : 3

An engineer would like to capture NetFlowdata on Pl. Which resource is required to allow
this?

A. Cisco MSE as NetFlow exporter
B. Prime Infrastructure 1.0 or later
C. Cisco NAC as NetFlow exporter
D. Cisco ISE as NetFlow exporter

Answer: B

Question No : 4

A customer has implemented a N+1 high availability plan in a multistory building. All APs
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on odd numbered floors are set as primary to WLC-A and all APs on even numbered floors
are set as primary to WLC-8. Which two problems are likely to arise from this design?
(Choose two)

inconsistent CleanAir data due to multiple WLCs

floor-to-floor bleed-through that causes intercontroller roaming delays

AVC inconsistency due to multiple mobility group members

legacy device compatibility with multiple WLC configuration that causes disconnects
unpredictable AP loading during a WLC failure

moow>

Answer: A,C

Question No : 5 DRAG DROP

Drag the QoS values from the left and drop them in the correct descending order of priority
on the right.

Cs1

CS3

C54

CS6

AF11

AF31

EF

Answer:
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Cs1 CS6
CS3 EF
CS4 CS4
CSé6 AF31
AF11 CS3
AF31 AF11
Ef CS1

Question No : 6

A network engineer is debugging issues with the mDNS gateway. Which type of reply
should be seen in the Wireshark capture when querying for a mDNS service in the Bonjour
Cache?

unicast from Prime Infrastructure
unicast from controller

multicast from devices

multicast from controller

unicast from devices

multicast from Prime Infrastructure

nmmoow>

Answer: B

Question No : 7
A wireless engineer at a convention center has been asked to provision an SSID that can

accommodate 4,000 users during a conference. Which interface group configuration should
be used?

A. One interface with /20 mask
B. Two interfaces with /21 mask
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C. Four interfaces with /22 mask
D. Eight interfaces with /23 mask

Answer: D

Question No : 8

Refer to Exhibit.

802.11a > Voice Parameters

Call Admission Control (CAC)

Admission Control (ACM) ¥ Enabled

Max RF Bandwidth (%) 75 !
Reserved Roaring Bandwidth (%) 6 i

Traffic Stream Metrics

Metrics Collection ]

What two items need to be supported on the VOWLAN phones in order to take full
advantage of this WLAN configuration? (Choose two.)

A. APSD
B. 802.11a
C. 802.11e
D. WMM
E. 802.11r
F. SIFS

Answer: C,D

Question No : 9

A network engineer for a college dormitory notices that student devices are filling up the
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SP-DB and are not allowing the shared wireless printers to be discovered. Which feature
can be used to reserve space in the SP-DB for the printers?

mMDNS-AP
LSS

Priority MAC
SSO

Cow>

Answer: C

Question No : 10

A network engineer observes a spike in controller CPU overhead and overall network
utilization after enabling multicast on a controller with 500 APs. What feature is necessary
to correct the issue?

controller IGMP snooping
unicast AP Multicast Mode
broadcast forwarding
multicast AP Multicast Mode

©Cow>

Answer: B

Question No : 11

Scenario

There is a problem with the East-WLC-2504A. When configuration changes are made to
the Employees-East-Wing AP Group that covers the East-Wing, none

of the APs receive the updates. Referto the exhibits to determine where the problems are.
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551D Name: Employees

WLAN ID 10

APs: Preconfigured on WLC
Dynamic Interface Name: east-wing

Dynamic Interface |IP Address: 172.16.1.6/24
Dynamic Interface Gateway IP Address: 172.16.1.1/24

VLAN: 22

Port Number: 1

AP Group Name: Employees-East-Wing

Mote, not all menu items, text boxes, or radio buttons are active.

East-Wing

>

East-WLC-25044 3700-East-Wing

3700-West-Wing West-WLC-2504A

Data Center

What needs to be changed in the configuration of the East-WLC-2504A controller to restore
functionality to the Employees-East-Wing AP Group? (Choose four.)

Change the AP in the Employees-East-Wing AP Group.

Change the IP Address in the east-wing interface.

Change the VLAN Identifier in the east-wing interface.

Enable Dynamic AP Management in the east-wing interface.

Change the Port Number to 2 in the east-wing interface.

Add the Primary Controller and IP address to the 3700-East-Wing AP.
Change the SSID in the Employees-East-Wing AP Group.

Change the Interface/Interface Group In the Employees-East-Wing AP Group.

IOmMMmMOO w2

Answer: D,F,G,H
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