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QUESTION 1 
What is the purpose of the Decrypt for Application Detection feature within the WSA Decryption 
options? 
 
A. It decrypts HTTPS application traffic for unauthenticated users. 
B. It alerts users when the WSA decrypts their traffic. 
C. It decrypts HTTPS application traffic for authenticated users. 
D. It provides enhanced HTTPS application detection for AsyncOS. 
 
Correct Answer: D 
 
 
QUESTION 2 
Which algorithm provides encryption and authentication for data plane communication? 
 
A. AES-GCM 
B. SHA-96 
C. AES-256 
D. SHA-384 
 
Correct Answer: A 
 
 
QUESTION 3 
Which policy is used to capture host information on the Cisco Firepower Next Generation 
Intrusion Prevention System? 
 
A. correlation 
B. intrusion 
C. access control 
D. network discovery 
 
Correct Answer: D 
 
 
QUESTION 4 
Which network monitoring solution uses streams and pushes operational data to provide a near 
real-time view of activity? 
 
A. SNMP 
B. SMTP 
C. syslog 
D. model-driven telemetry 
 
Correct Answer: D 
 
 
QUESTION 5 
Which two descriptions of AES encryption are true? (Choose two.) 
 
A. AES is less secure than 3DES. 
B. AES is more secure than 3DES. 
C. AES can use a 168-bit key for encryption. 
D. AES can use a 256-bit key for encryption. 
E. AES encrypts and decrypts a key three times in sequence. 
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Correct Answer: BD 
 
 
QUESTION 6 
DRAG DROP 
Drag and drop the descriptions from the left onto the correct protocol versions on the right. 
 

 
 
Correct Answer: 

 
 
 
 
 
 
QUESTION 7 
Which two features of Cisco DNA Center are used in a Software Defined Network solution? 
(Choose two.) 
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A. accounting 
B. assurance 
C. automation 
D. authentication 
E. encryption 
 
Correct Answer: BC 
 
 
QUESTION 8 
Which two key and block sizes are valid for AES? (Choose two.) 
 
A. 64-bit block size, 112-bit key length 
B. 64-bit block size, 168-bit key length 
C. 128-bit block size, 192-bit key length 
D. 128-bit block size, 256-bit key length 
E. 192-bit block size, 256-bit key length 
 
Correct Answer: CD 
 
 
QUESTION 9 
Which two features are used to configure Cisco ESA with a multilayer approach to fight viruses 
and malware? (Choose two.) 
 
A. Sophos engine 
B. white list 
C. RAT 
D. outbreak filters 
E. DLP 
 
Correct Answer: AD 
 
 
QUESTION 10 
What is a required prerequisite to enable malware file scanning for the Secure Internet Gateway? 
 
A. Enable IP Layer enforcement. 
B. Activate the Advanced Malware Protection license 
C. Activate SSL decryption. 
D. Enable Intelligent Proxy. 
 
Correct Answer: B 
 
 
 
 
 
 
QUESTION 11 
DRAG DROP 
Drag and drop the steps from the left into the correct order on the right to enable AppDynamics to 
monitor an EC2 instance in Amazon Web Services. 
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