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QUESTION 1
Which three statements about the high availability configuration on the Cisco 5760 WLCs are true?
(Choose three.)

A.
B.
C.

Cisco WLC with more reboots is elected as active when the default stack priority is in use.
EtherChannel bundles all ports on both active and standby Cisco WLC on a logical port.

Cisco 5760 WLC uses a dedicated high availability port for high availability and configuration
synchronization.

High availability switchover is triggered when one of the ports on the active Cisco WLC
EtherChannel bundle fails.

Active Cisco WLCs in a pair can be identified using LED state without issuing any command on the
Cisco WLC console.

Cisco WLC with the highest priority in a stack are elected as the active Cisco WLC during the
election process.

All configuration including certificates are automatically synced between active and standby Cisco
WLC.

Correct Answer: BEF

Explanation:
http://www.cisco.com/c/en/us/td/docs/wireless/technology/5760_deploy/CT5760_Controller_Depl
oyment_Guide/High_Availability.html

QUESTION 2

DRAG DROP

Drag and drop the CAPWAP event on the left into the order in which they occur on the right during
the WLC discovery and join processes.

|

The WLC responds with a join reply to the LAP. Target 1

The LAP requests the configuration information
from the WLC. Target 2

Clear Target 3

‘ The WLC sends RRM anligther parameters to the Target 4
| The LAP is up and ready to service wireless clients. Target 5
The WLC responds to ﬁ:‘eL:l'?’mery request from Target 6
The WLC provides all the necessary configuration. Target7
The LAP sends a join request to the WLC. Target 8
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Correct Answer:

|
| The WLC responds with a join reply to the LAP. Clear
|
The LAP requests the configuration information The WLC responds to the discovery request from
from the WLC. the LAP.
Clear The LAP sends a join request to the WLC.
The WLC sends RRM anlip other parameters to the The WLC responds with a join reply to the LAR

|{ The LAP is up and ready to service wireless clients. The LAP requestsf the mre\fil?,tgtnon information

The WLC responds toﬁ:eL:Ii)scovery request from The WLC provides all the necessary configuration.

: The WLC provides all the necessary configuration. | The LAP is up and ready to service wireless clients,
| I

-
| The WLC sends RRM and other parameters to the

The LAP sends a join request to the WLC. LAP.
|

QUESTION 3
Which two statements about accessing the GUI and CLI of Cisco WLC are true? (Choose two.)

A. The feature "Management using Dynamic Interfaces" can be applied to one of the Dynamic
Interfaces only.

B. Wireless management access is only possible through the default management WLAN "thazz"

C. The wireless clients can access the Cisco WLC only when the option " Enable Controller
Management to be accessible from Wireless Clients" is checked.

D. The feature "Management using Dynamic Interfaces" can be configured in CLI only. Wireless
management access is only possible through the default management WLAN - WLAN ID.

E. Wired clients |[can have only CLI access with the dynamic interface of the Cisco WLC, while
wireless clients have both CLI and GUI access with the dynamic interface when the feature
"Management using Dynamic Interfaces" is enabled.

Correct Answer: AC

QUESTION 4
Which feature intersection of a Cisco 5760 Wireless LAN Controller with HA AP SSO is not true?

A. Switchover during AP preimage download causes the Aps to start image download all over again
from the new active controller.

B. Upon guest anchor controller switchover, mobility tunnels stay active, Aps remain connected,
clients rejoin at MA or MC, and clients are anchored on the new active controller.
C. WIPS information is synced to the standby unit. The standby unit does not have to relean wiPS
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information upon switchover.

D. Roamed clients that have their data path going through the mobility tunnel endpoint "becomed
Local" in case of Layer 2 with sticky anchoring and Layer 3 roam. Layer 2 roamed clients are not
affected except when roaming occurs between Cisco Unified Wireless Network and CA controller.

Correct Answer: C
Explanation:
CT5760 High Availability AP SSO Deployment Guide, Cisco 10S XE Release 3.3 - Cisco

http://lwww.cisco.com/c/en/us/td/docs/wireless/controller/technotes/5700/software/release/i
os_xe_33/5760 HA DG_iosXE33.html

This document introduces the Access Point Stateful Switch Over redundancy model for High
Availability (HA) with CT5760 controllers using the StackWise-480 technology. HA in Cisco 5700
Series Wireless Controller is enabled using Cisco StackWise-480 technology.

Feature Intersection with AP SSO

Switchover during AP Pre-Image download causes the APs to start image download all over again
from the new Active controller.

Rogue APs and clients are not synced to Standby and are re-learnt upon switchover.

Infra structure MFP key is not synced to the Standby controller and is re-learnt upon switchover.
New Active controller re-learns the shim list from IPS and other MCs. and redistributes it to the
MAs.

wlIPS information is not synced to the Standby unit and is re-learnt upon switchover.

Clean Air detected Interferer devices are re-learnt after switchover.

Net Flow records are cleared upon switchover and collection starts fresh on the new Active
controller.

Mobility paths and tunnels to the MO and other peer MCs are not disrupted upon switchover.
However the Client state is cleaned up on the MO under which the HA pair exists and is re-learnt
from the new Active controller when the client re-associates.

Roamed clients that have their data path going through the Mobility Tunnel Endpoint (MTE)
"become Local™ in case of L2 with Sticky Anchoring and L3 Roam. L2 Roamed Clients are not
affected except when roaming occurs between CUWN and CA controllers.

RRM related configurations and the AP neighbor list in the Leader HA pair is synced to the
Standby controller.

Upon Guest Anchor controller switchover, mobility tunnels stay active. APs remain connected,
clients rejoin at MA or MC. and are anchored on the new Active controller.

QUESTION 5

With the introduction of mDNS policies in AireOS release 8.0, the administrator can configure to
identify who uses the Bonjour service instances and in which location. Based on user 802.1x
authentication, a AAA server/ISE can be configured to return which two possible values in the form
of a "CISCO-AV-PAIR"? (Choose two.)

Client-role
User-role
User-ID
Bonjour-profile
Client-location

moowy

Correct Answer: BD
Explanation:
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Information about Bonjour gateway based on access policy

From 7.4 release WLC supports Bonjour gateway functionality on WLC itself for which you need not even
enable multicast on the controller. The WLC explores all Bonjour discovery packets and does not forward
them on AIR or Infra network.

Bonjour 13 Apple’s version of Zeroconf - it 13 Multicast Domain Name System (mDNS) with DNS-SD (Domain
Name System-Senvice Discovery). Apple devices will advertise thewr services via IPvd and IPv6 sumultaneously
(IPv6 link local and Globally Unique). To address this 125ue Cisco WLC acts as 2 Bogjour Gateway. The
WLC hatens for Bonjour services and by caching those Bonjour advernsements (AnPlay, AuPnnt etc) from
the souwrce’host e.z. AppleTV and responds to Bonjour clients when they ask request for a service.

Bonjour gateway has inadequate capabilities to filter cached wired or wireless semice mnstances based on the
credennals of the querving client and its location.

Currently the hmitations are:

+ Locznon-Specific Services (LSS) filters the wireless service instances only while respondms to 2 query
from wireless chients. The filtening 15 based on the radio neighborhood of the querying chent.

« LSS cannot filter wired service instance because of no sense of location.

» LSS fltering 15 per service type and not per client. It means that all clients recerve the location based
filtered response 1f LSS 15 enabled for the service type and clients cannot ovemde the behavior.

« There 13 no other filtenng mechanism based on client role or userad.
The requirement 12 to have configuration per service mstance.
Following are the three critena of the service instance shanng:

« User-d

« Clhent-role

* Client locaton
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Introduction to Bonjour Policies and New Requirements

Entarprise cradeniials of Bonjour are poor and hence the advent of Bonjour gateway. Bonjour gaieway
Sncops and caches Bonjour services across VLANS and paviodically refrashes the same. WLC &kt as a
proxy for all Borjour services published by wireless and wired devices. Bonjour gateway as of release prior
to 8.0 had inadequate capabiliies to Giter cached wired / wirelass sarvice instances based on the credentials
of e querying client and Rs location.

With introduction of the Bonjour policies in the releasa 8.0, the mdministrator can configure to identify who
uses the Bonjour senvce Instances and in what location (all thia applles to the same WLAN). With
Introduction of the Bonjour policles, the administrator <loes not need to create multiple YYLANS to select
which sarvices are aliovad or should be used on speacific WLAN. Based on user 802.1x authentication, the
AAA server or ISE can be configured to returnii i el - in NS K e 858n the form of the

"CISCO-AY-PAIR". This vaiue gets plumbed Into the policy created on the wireless controller. Basad on the
user autheniication, 2 configured policy and profila are applied to a spac#fic user on the same WLAN.

Same WLAN

http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/WLAN-Bonjour-DG.html

QUESTION 6
Refer to the exhibit. A network administrator is installing a new converged access Cisco WLC. The
uplink connection is to be a Gigabit port channel. Which characteristic is true?

e )

'w'cmb
fom BT EETTYY B B O

The port channel mode is set to active and sends PDUs at 30 sec intervals.
The port channel mode is set to active and sends PDUs at 1 sec intervals.
The port channel uses a Cisco proprietary protocol.

The port-channel member interfaces must be set to trunk mode.

The port channel is currently down.

moowp

Correct Answer: A
Explanation:
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Age Over 1 sec and flag as SA , Slow rate and in Active mode
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Examplas

Information About LATP Naighbors for 2 Specific Port Example

This example shows how {o display s information aboulths LACP naighbors for a spacific port channsl
Deviced show Incp 1 meighbors

Flags! |[RMUTII I s e Ce e F - Device sends POUs at fast rate.

A - Device iz in Active sode. P = Device iz in Pansive mode.

Channel group 1 rnedgnbors

partner Partner
Part System ID Port Munber Age Flaga
Fasd/L 309,800, c23e.05% VuBl aps P
Fad)2 8060, 6000 . 223 . 284 BxB2 (-] P
Fad/3 8009, 0008. c23c.dbde B3 as P
Fas/4a $00Q,0004, c23e . 0822 31 23 Qs P

Port Admin Oper Port

Priority Key L2y State
Fas/1 32768 28 23e 24BL
Fa4/2 32768 266 260 &bl
Fag/3 32758 292 292 PABL
Faa/a 32768 22 e 24BL
Deviced

The fallowing table describes fhe significant fialds shoun in the display.

Table 4 show lacp neighbors Feld Descriptions
Fleld Description

Fort Forton which link dundiing Is canfigured.

Partner SystemID  Peer's LACF system genimeation (3ys-Id). It 18 a combination of the systam priofity and 1ie MAC address of Ihe peer davice.
Partner FortNumber Port number on e peer device

Age Number of seconds sinze the last LACP POU waa necelved on the port
Flags Indicators ol device ackyity

Part Priority Port pricrity seging

Admin Key Defines the abidity of 8 portto aggregate with other ports.

Oper Key Determines fhe aggregaton capability of the link.

Port Stata Activity state of e porl

Seo fhe Port Sale deseripiioninthe show lacp intemal Field Descriptions table for stafe yvanables

http://lwww.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/command/ce-xe-3se-3850-cr-book/ce-xe-
3se-3850-cr-book_chapter_00.html

QUESTION 7
When configuration an autonoumous access point, which configuration broadcasts two SSIDs?

A. dotll ssid datal

vlan 10
authentication open
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authentication key-managerment wpa version 1
wpa-psk ascii ciscol123

end

|

dot11 ssid data2

vian 11

authentication open

authentication key-management wpa version 2
wps-psk accii Cisco12345

end

dot11 ssid datal

vlan 10

authentication open

authentication key-management wpa version 1
wpa-psk ascii cisco123

mbssid guest-mode

end

|

dot11 ssid data2

vian 11

authentication open

authentication key-management wpa version 2
wpa-psk accii Cisco12345

mbssid guest-mode

end

mbssid

|

dot11 ssid datal

vlan 10

authentication open

authentication key-management wpa version 1
wpa-psk ascii ciscol123

end

|

dot11 ssid data2

vian 11

authentication open

authentication key-management wpa version 2
wpa-psk accii Cisco12345

end

dot11 ssid datal

vlan 10

authentication open

authentication key-management wpa version 1
wpa-psk ascii ciscol123

guest-mode

end

|

dot11 ssid data2

vian 11

authentication open

authentication key-management wpa version 2
wpa-psk ascii cisco12345

guest-mode

end
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E. dotll ssid datal
vlan 10
authentication open
authentication key-management wpa version 1
wpa-psk ascii cisco123
mbssid

end
|

dot11 ssid data2

vlan 11

authentication open

authentication key-management wpa version 2
wpa-psk accii Cisco12345

mbssid

end

Correct Answer: B
Explanation:

CU Configuration Example

This example shows the CLI commands that you use 1o enable multiple BSSIDs on a radio interface,
create an SSID called visitor, dexignate the SSID as a BSSID, specify that the BSSID is included in
beacons, sct a DTIM period for the BSSID, and assign the SSID visiror to the rudio interface:

router(config|# interface dotll 0
router(conrig-11)3 mbesid
router(conrig-11)3 exic
router{configl$ dotll ssid visitor
router(config-ssid)# mbssid guesc-nooe
router (config-ssid)# exic
router(conriglt interface aocti
router(conrig-11)8 sa1a vislror

You can also use the dotll mbssid global configaration command to simultaneously enable multiple

BSSIDs on all radio interfaces that support multiple BSSIDs.

http://www.cisco.com/c/en/us/td/docs/routers/access/1800/wireless/configuration/guide/awg

/s37ssid.pdf

QUESTION 8

Which statement about a Cisco Mesh Network when a radar event is detected by the MAP on a

mesh tree when coordinated channel change is enabled is true?

A. The MAP immediately stops transmission of the current channel and joins the parent again after

30 minutes after the channel is marked as clean.

B. The MAP continues transmission of the beacons and probes for 10 seconds after the radar

detection and suspends operation for the next 30 mins.

C. The MAP propagates radar event information to the RAP in the same BGN. Searchs for a different

parent working on a nono-dfs channel and join there.

D. The MAP propagates the radar event information to the RAP and the whole sector moves to the

new channel.

Correct Answer: B

Explanation:
http://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-
3/b_mesh_83/Troubleshooting.html
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Dynamic Frequancy Sslaction

Previously, cevies empiayhg rader operated in frequency subbends withaut other competing services However, toniroling reguiatory badies are
attempling to open and share these Dands Wil new services like wireless mesh LANS (IEEE 802.11)

To protect exisling ragar servites, e reguaiory bodies recuire Ihat cevicen \‘Ihl\lm 10 share thix newdy opensd freguency subband behave N accardance
wilth the Dynamic Freguency Seleston (DFS) protecol 0F 8 dictates thal 1o he compliant. a radie device must be capabie of geipcing the presence of rader
algnat, When a racdio detects a radar sigral, Bt 1s required 1o alop Yraramiting 10 far &t leaat 30 mintes o protect that senvice The radio then selecs a
grterent CTANTRET TG WSS O BUT 0TIy SXET TOPRDIYS 10 W0 Tasar 1S Tetetied O TE [NOfe Tl CITanTie] TOT 31T O Mnlte, then (N new raglo
BOrvica gevice may begin transmissions on INa chamel

The AP performs 3 DFS scan on the new DFS channel for 60 seconds. However. if a neighboring AP is zircady using Tt new DFS channel, the AP does
not perform the OF S scan.

The process Tor & ra0io 10 Getect 3nd Ienty 3 radar signal 15 & complicated 5k that SoMeYMEs 18305 1o INcomect detacts. Incomect radar otecions can
preur due 1o a large sumber of fatrs, NCuding due 1o uncertainties af the RF enuvironment and the atiity of e access point 1o reliadly detect acual on.
channel radar,

The 802,110 standard aadresses DFS and Transa Power Conol (TPC) as Il relees 10 the 6-GHz2 bnd. Use DFE 1o awoid nerrerence with radar and
TPC to avokl INterference win SEBiie Teaaer Inks.

r;\;“ DFE Is mandatory In Ive USA Jor 5260 10 B350 and B470 10 B726 frequency bands. DFS and TRC are mandaiory 1or INese Same bands in
Euwrops.

QUESTION 9

You have received a new Cisco 5760 Controller and have gone through the initial startup wizard.
You are now trying to add APs to the controller, but these are not joining. Which three checks
should you do next? (Choose three.)

Check that the radios are not in a shutdown state.

Check the country code of the controller. The APs do not join the controller if the country code
does not match.

Check that the correct time is set on the controller.

Check that option 53 has been set in the DHCP scope.

Check that the controller has enough AP licenses.

Check that the controller has been configured with the correct hosthame. Otherwise, DNS
resolution fails.

w >

nmoo

Correct Answer: BCE

QUESTION 10

You are the network administrator for ACME corporation. Your organization has deployed a single
Cisco 5500 Series Wireless Controller with 100 Cisco Aironet 3500 Series Aps. A new IT member
is worried that most of these Aps are working at a power level3 on the 5GHz radio specially. As
this power level setting is causing issues in your wireless network. Which option describes the
likely cause of this behavior?

A. The WLC has been recently rebooted, which causes the TPC algorithm to set power level 3 on all
APs for 90 seconds.

B. The controller TPC algorithm seems to have a problem. It might have been set to work in TPCv2
mode instead of TPCvl.

C. The WLC is misconfigured because the static power of level 3 has been set for all the APs under
TPC settings.
D. Cisco 7925 wireless IP Phones are in use and the DTPC feature is enabled on the 5 GHz radio.

Correct Answer: D

Explanation:

Tx Power

Num Of Supported Power Levels ............. 5
Tx Power Level 1 .......ccooovvveeeeennnnn. 18 dBm
Tx Power Level 2 .......coovvvveeeinnnnn. 15 dBm
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Tx Power Level 3.......ccooovvvveeieeenens 12 dBm
Tx Power Level 4 ..........coveeeees 9 dBm
Tx Power Level5 ......cccoovveveeeennnnn. 6 dBm

https://supportforums.cisco.com/discussion/11635606/power-level-wic

QUESTION 11
Which two statements about AP Local Authentication by FlexConnect AP in standalone mode are
true? (Choose two)

A. From AireOS release 8.0, Cisco Extended Keying Groups (CEKG) is a supported Local
Authentication Protocol when deploying FlexConnect.

B. Only LEAP, EAP-FAST, PEAP, and EAP-TLS authentications are supported.

C. Cisco Wireless LAN Controller must generate a certificate signing request by itself for submitting to
a certificate authority for signing.

D. Only the vendor Certificate Authority (CA) certificate has to be downloaded to the Cisco Wireless
LAN Controller for EAP-TLS authentication.

E. When using EAP-TLS, a FlexConnect Group must be created so that the Cisco Wireless LAN
Controller can push the certificates to the FlexConnect AP in the FlexConnect Group.

Correct Answer: BE

QUESTION 12

On a Cisco autonomous AP, the maximum number of attempts to send a packet (packet retries) is
set to 32 by default. Which statement about the result when the AP has tried to send a packet for
that number of attempts and no response is received from the client is true?

The access point drops the packet.

The client MAC address is excluded for 60 seconds.
The access point resets the radio interface.

The access point disassociates the client.

oow»

Correct Answer: A

Explanation:

Packet Retries & Max-Retries | mrn-cciew
https://mrncciew.com/2013/06/16/packet-retries-max-retries/

In Autonomous(IOS) AP, you can configure number of attempts the wireless device makes to send
a packet before giving up & dropping the packet. There are two ways of configuring this feature.
One method for best effort (priority value 0) traffic & another method for non- best effort (priority
value 1-7)

1. Best-effort Traffic (packet retries command)

2. N on-Best-effort Traffic (packet max-retries command )

CLI default:

packet retries 32 drop-packet
channel width 40-above
channel dfs station-role

root rts retries 32

cfg:

http://www.cisco.com/c/en/us/td/docs/wireless/access_point/15-3-
3/configuration/guide/cg15-3-3/cg15-3-3-chap6-radio.html
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Configuring the Maximum Data Packet Retries

The maximum data retries setting determines the number of attempts the makes to send a packet
before giving up and dropping the packet. The default setting is 32. Beginning in privileged EXEC
mode.

QUESTION 13

Prime Infrastructure will trigger alarms indicating that the Prime Infrastructure physical or virtual
server is low on disk space. As the administrator, Which three actions can you take to increase
disk space immediately upon receiving a Major alert ( 60 percent disk usage)? (Choose three.)

Enable cron job on ade for disk clean up using $du -sh.

Change the disk controller RAID.

Conpacting the PI database using the ncs database purge command.

Reduce the storage load on the local disk by setting up and using remote trackup reponitories.
Reduce the length of time you store client association data and related events.

Compacting the PI database using the ncs cleanup command.

mmoow»

Correct Answer: DEF

QUESTION 14

You have been hired to install new Cisco switches at ACME Corporation. The company has an
existing Cisco network comprised of access layer switches that use multiple VLANs and VLAN
trunking protocol to distribute the VLANSs to the switches throughout the network. Which two
methods are best to accomplish your task? (Choose two.)

A. Configure the VLAN Trunking Protocol pruning on the new switches because they may not need
all of the VLANSs.

B. Prior to installation, ensure that all switches are running the same Cisco 10S software version as
the VTP server.

Ensure that all the new Cisco switches have their VTP domain name set to the default value of null
Configure one of the new switches as a VTP server to distribute the VLANSs appropriately.
Ensure that all switches have the same VLAN Trunking Protocol password and encryption level.

Configure all new switches as VTP clients and relocated switches as VTP server because the
already have all the VLANS in their database.

G. Ensure that all switches are running the same VTP version.

nmoo

Correct Answer: EG
Explanation:

VTP Conflguration Guldellnes and Restrictions
Fallow these guidalines and restrcbons whan implemanting VTP in your nitwork:
= All network devices In a VTP doamain musat run the same VTP verslan.

* You must configure 2 password on sach network device in the management domain when VTP is in secure mode

Caution If you configure VTP in securn mode, the managemant domain will nol function properly f you da nol essign & management domain
PaSSWOrd 1o cach network devie In the domain.

http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/25ew/configuration/guide/co
nf/vtp.html#wp1034490
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QUESTION 15
Which option describes the function of the Intercloud Fabric Extender?

It provides the network overlay functionality between the used clouds or cloud models.

It establishes a secure site-to-site tunnel to the intercloud fabric agent in the private cloud.

It applies network policies and collects and reports VEM-related intercloud statistics.

It establishes a secure site-to-site tunnel to the intercloud fabric switch in the provider cloud.

o0 wp

Correct Answer: D

Explanation: /
Secure Layer 2 Extension to Cloud VM //
Extend VLAN with TLS Tunnel ~

N //
NI ~r i
Intareloud Fabric Services ,'
Secure Cloud [ ProviderCloud), )
Extension \\ )
Intercloud — \lv Intercloud \
Fabric Extender ﬁ Fabric Switch
i
Network & Security Services
Inter-VM firewalling and routing
Intercloud Fabric Extender

The Intercloud Fabric Extender is a virtual machine that runs in the private cloud. It is responsible for
establishing a secure tunnel for interconnecting the Intercloud Fabric components in the private cloud with
the provider cloud. The main functions of the Intercloud Fabric Extender are as follows:

« Establishes a secure tunnel to interconnect all of the cloud resources,

* Interacts with the virtual switch, such as the Cisco Nexus 1000V, at the private cloud.

Cisco Intercloud Fabric Agent

The Cisco Intercloud Fabric Agent (ICA) provides a network overlay for the VMs in the cloud. It secures the
guest VM traffic in the cloud and abstracts the cloud infrastructure. It 1s deployed in the provider cloud as a
secure tunnel dniver that runs within the cloud VM's operating system. It also redirects network traffic to the
secure overlay nerwork as follows:

* Establishes a secure tunnel to connect to an Intercloud Fabric Switch that allows VMs in the cloud to
communicate with private cloud VMs and provider cloud VMs.

= Collects secure overlay-related statistics.
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Intercloud Fabric Switch

The Intercloud Fabric Switch 1s a virtual machine that runs in the provider cloud. It 1s responsible for
establishing secure tunnels for connecting VMs in the provider cloud to the private cloud VMs and other VMs
in the cloud. The main functions of the Intercloud Fabric Switch are as follows:

» Runs the Virtual Ethernet Module (VEM) to provide the Cisco Nexus 1000V functions.

« Establishes a secure tunnel to connect the VEM with Intercloud Fabric Extender

* Establishes secure tunnels to connect all of the cloud VMs,

= Monitors and reports statistics of VMs 1n the cloud.

» Monitors and reports any component failures in the cloud to Cisco Prime Network Services Controller

(PNSC)

The VEM 1s embedded in the Intercloud Fabric Switch and 1s responsible for the following:

* Communicates with the Virtual Supervisor Module (VSM) function that runs at the private cloud for
retrieving VM-specific network policies such as port profiles.

= Switches the network traffic between cloud VMs.
* Switches the network traffic between cloud VMs and the private cloud.
* Applies network policies to any switching network traftic.

= Collects and reports VEM-related statistics.

http://www.cisco.com/c/en/us/td/docs/cloud-systems-management/cisco-intercloud-
fabric/cisco-intercloud-fabric-for-business/2-3-1/getting-started-
guide/b_Cisco_Intercloud_Fabric_Getting_Started_Guide_Release 2 3 1/b_Cisco_Intercloud_F
abric_Getting_Started_Guide_Release 2 3 1 chapter_00.pdf

Cisco Inter cloud Fabric Architectural Overview - Cisco

http://www.cisco.com/c/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/Intercloud_Fabric/I
ntercloud_Fabric_2.html

Cisco Intercloud Fabric Secure Extension

All data in motion is cryptographically isolated and encrypted within the Cisco Intercloud Fabric
Secure Extender. This data includes traffic exchanged between the private and public clouds (site
to site) and the virtual machines running in the cloud (VM to VM). A Datagram Transport Layer
Security (DTLS) tunnel is created between these endpoints to more securely transmit this data.
DTLS is a User Datagram Protocol (UDP)-based highly secure transmission protocol. The Cisco
Intercloud Fabric Extender always initiates the creation of a DTLS tunnel.

The encryption algorithm used is configurable, and different encryption strengths can be used
depending on the level of security desired. The encryption algorithm used is configurable, and
different encryption strengths can be used depending on the level of security desired.
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QUESTION 16

Which two statements about VXLAN are true? (Choose two.)

moowpy

Correct Answer: AE

Explanation:

VXLAN overcomes the 802.1Q virtual LAN address space limitation.

VXLAN is an encapsulation method used to create a Layer 3 overlay network
VXLAN uses the Spanning Tree Protocol for loop prevention.

VXLAN is a Cisco proprietary standard.
VXLAN can be used to enforce Layer 2 isolation in a multitenant infrastructure.

http://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-pap
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QUESTION 17

When a Flex Connect AP is in the "local authentication, local switching" state, it handles client
authentication and switches client data packets locally. This state is valid in standalone mode and
connected mode. Which three statements about a FlexConnect AP are true? (Choose three).

A. In connected mode, the AP provides minimal information about the locally authenticated client to
the controller. This information is not available on the controller policy type. Access VLAN. VLAN
name, supported rates. Encryption ciphter.

B. In connected mode, the access point provides minimal information about the locally authenticated
client to the controller. However, this information is available to the controller policy type., access
VLAN, VLAN name, supported rates, encryption cipher.

C. Local authentication is useful where you cannot maintain a remote office setup of a minimum
bandwidth of 128 kbps with the round-trip latency no greater than 100 ms and the maximum
transmission unit no smaller than 576 bytes.

D. Local authentication is useful where you cannot maintain a remote office setup of a minimum

bandwidth of 128 kbps with the round-trip latency no greater than 150 ms and the maximum

transmission unit no higher than 500 bytes.

Local authentication in connected mode does not require any WLAN configuration.

F. Local authentication can be enabled only on the WLAN of a FlexConnect AP that is in local
switching mode.

m

Correct Answer: ACF

Explanation:
http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-2/configuration/guide/cg/cg_flexconnec
t.html

QUESTION 18

Which four options are the HTTP methods supported by a reset API?
A. RETRIEVE

B. GET

C. PUT

D. DELETE

E. COPY

F. POST

G. SET

Correct Answer: BCDF

QUESTION 19
Which three types of ACLs are supported by the Cisco 5760 WLC? (Choose three.)

Port ACLs.

VLAN ACLs(VLAN maps).
Router port ACLs.

AP Radio ACL Switch port ACLs.
Router ACLs.

moowy
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Correct Answer: ABE

Explanation:
http://lwww.cisco.com/c/en/us/td/docs/wireless/controller/5700/software/release/3se/security/confi
guration_guide/b_sec_3se_5700_cg/b_sec_ 1501 3850 _cg_chapter_01010.htmI#ID6

ACL Precedence
Port ACLs
Router ACLs
VLAN Maps

QUESTION 20

You are the network administrator of a Cisco Autonomous AP deployment. You want to stop a
client with MAC address 5057.a89e.b1f7 and IP address 10.0.0.2 from associating to your APs.
Which configuration do you use ?

A. access-list 700 permit 5057.a89e.b1f7 0000.0000.0000 !
dotl1 association mac-list 700

B. ip access-list 25 deny host 10.0.0.2
|

interface Dot11Radio0O
ip access-group 25 out
|

interface Dotl11Radiol
ip access-group 25 out

C. ip access-list 25 deny host 10.0.0.2
I

interface Dot11Radio0
ip access-group 25 in
I

interface Dotl1Radiol
ip access-group 25 in

D. access-list 700 deny 5057.a89e.b1f7 0000.0000.0000 !
dotll association on mac-list 700

Correct Answer: D
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