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QUESTION 1
Which Cisco IPS feature adapts in real time to detect and block intrusions that range from never-
before-seen worms to the most sophisticated and subtle criminal attacks?

file-type detection
intelligent detection
user identity tracking
SSL decryption

impact assessment
automated policy tuning
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Correct Answer: B

QUESTION 2
Which feature is a primary feature of Cisco AnyConnect?

role-based policy management
context-aware access

secure and flexible remote access
SSL decryption
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Correct Answer: C

QUESTION 3
Which Cisco Identity Services Engine feature controls access and policies for campuses and
branches, wired and wireless devices, and guests, from a single location?

centralized policy management
compliance

URL filtering

SSL decryption

extensive BYOD support
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Correct Answer: A

QUESTION 4
Which solution is the most effective for virus cleanup?

Cisco Firewall with Authorized Access

Cisco DMVPN with GRE Tunnels

Cisco Easy VPN with Remote-Site Device Management
Cisco AMP for Networks with File Trajectory

Cisco SIO with Increased Visibility

Cisco ISE with Automated Policy Tuning
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Correct Answer: D
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QUESTION 5
Which three options describe the main problems with traditional security solutions? (Choose
three.)

fragmented solutions

the lack of management solutions
missing components

solutions being pieced together
the lack of a cloud solution

the lack of a firewall

security gaps
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Correct Answer: ADG

QUESTION 6
Which component of Cisco network security is updated after an attack to help prevent threats
before they encounter the network again?

Cisco site-to-site VPN

Cisco Identity and Access Control

Cisco Email Security

Cisco Web Security Appliance

Sourcefire Next-Generation Intrusion Prevention System
Cisco ASA Next-Generation Firewall

Cisco Security Intelligence Operations
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Correct Answer: G

QUESTION 7
Reputation filtering performs which two functions? (Choose two.)

rates each site based on a reputation score

automatically updates devices based on threats

tunes itself according to relevance to the network

communicates with Cisco SenderBase, which is a common security database
analyzes in-depth parameters for anything that requests network access
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Correct Answer: AD

QUESTION 8
Which integrated technology solution deals with application-centric infrastructures?

Cisco Unified Access

Cisco Security as a Service
Cisco Cyber Threat Defense
Cisco Secure Data Center
Cisco TrustSec
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Correct Answer: D
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