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QUESTION 1
Your network contains two clusters. The clusters are configured as shown in the following table.
Cluster name Resource \ Node
Clusteri lHyper-V l3
Cluster2 Distributed File 5
System (DFS)

All of the servers in both of the clusters run Windows Server 2012.

You need to plan the application of Windows updates to the nodes in the cluster.

What should you include in the plan? More than one answer choice may achieve the goal. Select
the BEST answer.

A. Cluster-Aware Updating (CAU) self-updating and downloaded updates from Windows Server
Update Services (WSUS)

B. Microsoft System Center 2012 Service Manager integrated with Windows Server Update Service
(WSUS)
C. A manual application of Windows updates on all of the cluster node

D. Microsoft System Center 2012 Configuration Manager integrated with Windows Server Update
Service (WSUS)

Answer: A

QUESTION 2
Your network contains an Active Directory domain named contoso.com. The network contains a

server named Serverl that has the Hyper-V server role installed. Serverl hosts a virtual machine
named VM1.

You deploy a new standalone server named Server2.
You install the Hyper-V server role on Server2. Another administrator named Adminl plans to
create a replica of VM1 on Server2.

You need to ensure that Adminl can configure Server2 to receive a replica of VML1.
To which group should you add Admin1?

Server Operators
Domain Admins
Hyper-V Administrators
Replicator

Cow»

Answer: C

QUESTION 3

Your network contains an Active Directory domain named contoso.com. The domain contains 20
servers that run Windows Server 2012. The domain contains a Microsoft System Center 2012
infrastructure. A web application named WebApp1 is installed on the 20 servers.

You plan to deploy a custom registry key for WebApp1l on the 20 servers.

You need to deploy the registry key to the 20 servers. The solution must ensure that you can
verify whether the registry key was applied successfully to the servers. What should you do?
More than one answer choice may achieve the goal. Select the BEST answer.

A. From Operations Manager, create a monitor.
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B. From the Group Policy Management console, create a Group Policy object (GPO).
C. From Configuration Manager, create a Compliance Settings.
D. From Orchestrator Runbook Designer, create a runbook.

Answer: C
Explanation:

Introduction to Compliance Settings in Configuration Manager

2 out of 3 rated this helpful - Rate this topic
Updated: August 1, 2012
Applies To: System Center 2012 Configuration Manager, System Center 2012 Configuration Manager SP1

[This topic is pre-release documentation and is subject to change in future releases. Blank topics are included as placeholders,]

Compliance settings in System Center 2012 Configuration Manager provides a unified interface and user experience that lets
you manage the configuration and compliance of servers, laptops, desktop computers, and mobile devices in your
organization. Compliance settings contains tools to help you to assess the compliance of users and client devices with regard
to a number of configurations, such as whether the correct Windows operating system versions are installed and configured
appropriately, whether all required applications are installed and configured correctly, whether optional applications are
configured appropriately, and whether prohibited applications are installed. Additionally, you can check for compliance with
software updates, security settings, and mobile devices. Configuration item settings of the type WMI, registry, script, and all
mobile device settings in Configuration Manager let you automatically remediate noncompliant settings when they are found.

Compliance is evaluated by defining a configuration baseline that contains the configuration items that you want to evaluate
and settings and rules that describe the level of compliance you require. You can import this configuration data from the web
in Microsoft System Center Configuration Manager Configuration Packs as best practices that are defined by Microsoft and
other vendors, defined in Configuration Manager, and defined externally, and that you then import into Configuration
Manager. Or, an administrative user can create new configuration items and configuration baselines.

http:/technet.microsoft.com/en-us/library/gg682139.aspx

QUESTION 4

Your network contains servers that run Windows Server 2012. The network contains two servers
named Serverl and Server2 that are connected to a SAS storage device. The device only
supports two connected computers. Serverl has the iSCSI Target Server role service installed.
Ten application servers use their iISCSI Initiator to connect to virtual disks in the SAS storage
device via iSCSI targets on Serverl. Currently, Server2 is used only to run backup software.
You install the iSCSI Target Server role service on Server2.

You need to ensure that the iISCSI targets are available if Serverl fails.

Which five actions should you perform?

To answer, move the five appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Actions Answer Area
Add the ISCSI Target Server cluster role.

Create a cluster.

Install the Failover Clustering feature.

Install the Network Load Balancing (NLB) feature.

Reconfigure the iSCSI Initiator settings.

Install the DFS Replication role service.

Create iSCSI targets.
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Answer:
e Answer Area
Add the ISCSI Target Server cluster role. Install the Failover Clustering feature.
Create a cluster. Create a cluster.
Install the Failover Clustering feature. Add the iSCSI Target Server cluster role.
Install the Network Load Balancing (NLB) feature. Create iSCSI targets.
Reconfigure the iSCSI Initiator settings. Reconfigure the iSCSI Initiator settings.

Install the DFS Replication role service.

Create iSCSI targets.

Explanation:
http://blogs.msdn.com/b/clustering/archive/2012/05/01/10299698.aspx

QUESTION 5

Your network contains multiple servers that run Windows Server 2012.

You plan to implement three virtual disks. The virtual disks will be configured as shown in the
following table.

Virtual disk | Configuration
name
vD1 Two-way mirror
vD2 Parity
VD3 Three-way mirror

You need to identify the minimum number of physical disks required for each virtual disk.
How many disks should you identify?

To answer, drag the appropriate number of disks to the correct virtual disk in the answer area.
Each number of disks may be used once, more than once, or not at all. Additionally, you may
need to drag the split bar between panes or scroll to view content.

Number of Disks Answer Area

two disks

vD1 Number of disks
three disks

VD2 Number of disks
four disks

vD3 '
g Number of disks
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Answer:
Number of Disks Answer Area
| Vox  [Wio dieks
VD2 three disks
four disks | SN — .
. VD3 five disks
Explanation:

http://technet.microsoft.com/es-es/library/jj822938.aspx
They are not talking about Clusters, a single server only, so a standalone server.

Configure the resiliency settings

Before You Begin Resiliency type:

Storage Fool ® Two-way mirror

Virtual Disk Nams Stores two copies of your data, helping to protect you from a single disk failure. This option
requires at least two di{}

Storags Layout
) Three-way mirror
Stores three copies of your data, helping to protect you from two simultaneous disk failures.
Provisioning This option requires at least five disks.

Select the storage layout

Before You Begin Layout: Description:
Storage Pool Simple Data and panty information are striped across physical disks,
s Y Mirror increasing reliability, but somewhat reducing capacity. This
Virtual Disk Name - I storage layout requires at least three disks to protect you from
: I P‘._’?% 8 single disk failure, and cannot be used in a failover cluster,
Provisioning
QUESTION 6

Your network contains an Active Directory domain named contoso.com. You currently have an
intranet web site that is hosted by two Web servers named Webl and Web2. Web1 and Web2
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run Windows Server 2012. Users use the name intranet.contoso.com to request the web site and

use DNS round robin. You plan to implement the Network Load Balancing (NLB) feature on Web1l
and Web2. You need to recommend changes to the DNS records for the planned implementation.
What should you recommend?

A. Create one alias (CNAME) record named Intranet. Map the CNAME record to Intranet.

B. Delete both host (A) records named Intranet. Create a pointer (PTR) record for each Web server.

C. Create a new host (A) record named Intranet. Remove both host (A) records for Web1 and Web2.

D. Delete one of the host (A) records named Intranet. Modify the remaining host (A) record named
Intranet.

Answer: C

QUESTION 7

Your network contains five servers that run Windows Server 2012.

You install the Hyper-V server role on the servers.

You create an external virtual network switch on each server.

You plan to deploy five virtual machines to each Hyper-V server. Each virtual machine will have a
virtual network adapter that is connected to the external virtual network switch and that has a
VLAN identifier of 1. Each virtual machine will run Windows Server 2012. All of the virtual
machines will run the identical web application.

You plan to install the Network Load Balancing (NLB) feature on each virtual machine and join
each virtual machine to an NLB cluster. The cluster will be configured to use unicast only.

You need to ensure that the NLB feature can distribute connections across all of the virtual
machines. What should you do?

A. From the properties of each virtual machine, add a second virtual network adapter.
Connect the new virtual network adapters to the external virtual network switch.
Configure the new virtual network adapters to use a VLAN identifier of 2.

B. On each Hyper-V server, create a new private virtual network switch.

From the properties of each virtual machine, add a second virtual network adapter.
Connect the new virtual network adapters to the new private virtual network switches.

C. On each Hyper-V server, create a new external virtual network switch.

From the properties of each virtual machine, add a second virtual network adapter.
Connect the new virtual network adapters to the new external virtual network switches.

D. From the properties of each virtual machine, enable MAC address spoofing for the existing virtual
network adapter.

Answer: D

Explanation:

MAC spoofing

The changing of the assigned MAC address may allow the bypassing of access control lists on
servers or routers, either hiding a computer on a network or allowing it to impersonate another
network device. A user may wish to legitimately spoof the MAC address of a previous hardware
device in order to reacquire connectivity after hardware failure.
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addresses. Therefore, if a malicicus VM starts sending out packets with a MAC address owned by ancther
maching, it causes the switch to re-learn. This in turn can cause DoS (Denial of Service) attacks, and the
potential for the malicicus virtual machine to see packets which weren't destined for t. Hence, in our security
recommendations, we state that as a secunty best practice, you should consider {in Hyper-V v1 at least) placing
virtual machines of & similar security integrity level on the same virtual switch and not share the switch with

vitual machines of a different security integrity level,

In Windovis Server 2008 RZ, we introduced several changes in the svatch to make it smarter, Each virtual switch
port has a new property (exposed in our WMI model as AllowMacSpoofing) which is off by default. We also
expose this property in the settings page for a virtual machine, Note that to see thig setting, you must be using
the Ul from Windows Server 2008 R2 or RSAT in Windows 7 Chent.

Specty the canfiguration of the k. adapter o e k adapter.
Network:

{Neve Virtusl Netwerk =

[~ WAC Add
% Dynasric
© Satic
| F I E
I™ {Enable spoofing of MAC addressed
I Enabie virtusl LAN identification

~YLANID

Thw VLAN idontifor spociios the ywtusl LAN that thes virtusl machineg vl use for of
network communications throush this network adagter

=

To remove the network adapter from this virtual machine, cick Resove,
_Romove |

oW m.mmmmmawmmmmm
mdmmmmmwumrﬂwm
maemt llad in the guest op Q system,

When the checkbox is not checked (i.e. the port is in “secure” mode):

1. The MAC address set in the Virtual NIC settings paqe (gither static or the dynamically assigned on) is

http://blogs.technet.com/b/jhoward/archive/2009/05/21/new-in-hyper-v-windows-server-2008-r2-
part-2-macspoofing.aspx

QUESTION 8

Your network contains a server named Serverl that runs Windows Server 2012. Serverl is
configured as a Hyper-V host. Serverl hosts a virtual machine named VM1. VM1 is configured as
a file server that runs Windows Server 2012. VM1 connects to a shared storage device by using
the iSCSI Initiator.

You need to back up the files and the folders in the shared storage used by VML1.

The solution must ensure that open files are included in the backup. What should you do?

A. From Hyper-V Manager, create a snapshot of VM1.

B. From Serverl, perform a backup by using Windows Server Backup.

C. From VM1, perform a backup by using Windows Server Backup.

D. From Microsoft System Center 2012 Virtual Machine Manager (VMM), create a copy of VM1.
Answer: C

Explanation:

Backing Up Hyper-V Virtual Machines Using Windows Server Backup
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Caption: After doing a backup using Windows Server Backup — | can now restore a specific virtual machine... I am showing the

backup contains the 1D's of all the VIM's for the Hyper-V "application”... (see the post by Rob Hefner linked fo below to enabled

Hyper-V in WS8)
http://blogs.msdn.com/b/taylorb/archive/2008/08/20/backing-up-hyper-v-virtual-machines-using-
windowsserver-backup.aspx

QUESTION 9

Your network contains three networks named LAN1, LAN2, and LAN3.

You have a Hyper-V host named Hyperl that has Windows Server 2012 installed. Hyperl has
three network adapters. The network adapters are configured as shown in the following table.

Netv!ork adapter namgg- Network .‘
NIC1 [Lan1 w
NIC2 LAN1 |
NIC3 LAN2 |

Hyperl hosts 10 virtual machines. A virtual machine named VM1 runs a line-of-business
application that is used by all of the users of LAN1. All of the other virtual machines are
connected to LAN2.

You need to implement a solution to ensure that users can access VM1 if either NIC1 or NIC2
fails. What should you do?

A. From the properties of each virtual network adapter, enable network adapter teaming, and then
modify the bandwidth management settings.

B. From the properties of each virtual network adapter, enable network adapter teaming, and then
enable virtual LAN identification.

C. From the properties of each physical network adapter, enable network adapter teaming, and then
add a second legacy network adapter to VM1.

D. From the properties of each physical network adapter, enable network adapter teaming, and then
create a virtual switch.

Answer: D
QUESTION 10
Your network contains an Active Directory domain hamed contoso.com.

You deploy Microsoft System Center 2012 Virtual Machine Manager (VMM). The network
contains five physical servers. The servers are configured as shown in the following table.
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Server Operating Disks Memory CPU
name system
Serverl Windows C: 100 GB 4 GB X86
Server 2008 |[D: 2 TB
Server2 Windows C: 40 GB 2 GB X86
Server 2003 |[D: 4 TB
R2 Service
Pack 2 (SP2)
Server3 Windows C: 100 GB 8 GB X64
Server 2008 |D: 2.5 TB
R2 Service
Pack 1 (SP1)
Server4 Windows C: 100 GB 16 GB X64
Server 2008 |[D: 1 TB
R2
Servers Windows C: 100 GB 4 GB X86
Server 2002 |ID: 2 TB
R2 Service |E:2TB
Pack 2 (SP2)

You plan to use VMM to convert the existing physical servers to virtual machines.

You need to identify which physical servers can be converted to virtual machines.

Which servers should you identify? (Each correct answer presents part of the solution. Choose all
that apply.)

Serverl
Server2
Server3
Server4
Serverb

moowp

Answer: ADE
Explanation:
http://technet.microsoft.com/en-us/systemcenter/hh278293.aspx

QUESTION 11

Your network contains an Active Directory Rights Management Services (AD RMS) cluster
named Clusterl. You plan to change Clusterl to a new AD RMS cluster named Cluster2.

You need to ensure that all users retrieve the location of the AD RMS templates from Cluster2.
What should you do?

Create an alias (CNAME) record named clusterl.contoso.com that points to Cluster2.
Modify the Service Connection Point (SCP).

Modify the templates file location of the rights policy templates.

Modify the exclusion policies.

cow>

Answer: B
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QUESTION 12

Your network contains an Active Directory domain named contoso.com.

You deploy Active Directory Certificate Services (AD CS).

Your company, which is named Contoso, Ltd., has a partner company named Fabrikam, Inc.
Fabrikam also deploys AD CS. Contoso and Fabrikam plan to exchange signed and encrypted
email messages.

You need to ensure that the client computers in both Contoso and Fabrikam trust each other's
email certificates. The solution must prevent other certificates from being trusted.

What should you do?

More than one answer choice may achieve the goal. Select the BEST answer.

A. Implement an online responder in each company.

B. Exchange the root certification authority (CA) certificates of both companies, and then deploy the
certificates to the Trusted Root Certification Authorities store by using Group Policy objects
(GPOs).

C. Exchange the root certification authority (CA) certificates of both companies, and then deploy the
certificates to the Enterprise Trust store by using Group Policy objects (GPOs).

D. Implement cross-certification in each company.

Answer: D

QUESTION 13

Your network contains an Active Directory domain named contoso.com. Your company has an
enterprise root certification authority (CA) named CAL.

You plan to deploy Active Directory Federation Services (AD FS) to a server named Serverl. The
company purchases a Microsoft Office 365 subscription.

You plan register the company's SMTP domain for Office 365 and to configure single sign-on for
all users.

You need to identify which certificate or certificates are required for the planned deployment.
Which certificate or certificates should you identify? (Each correct answer presents a complete
solution. Choose all that apply.)

A. a server authentication certificate that is issued by a trusted third-party root CA and that contains
the subject name serverl.contoso.com

B. a server authentication certificate that is issued by CA1 and that contains the subject name
Serverl

C. a server authentication certificate that is issued by a trusted third-party root CA and that contains
the subject name Serverl

D. a server authentication certificate that is issued by CA1 and that contains the subject name
serverl.contoso.com

E. self-signed server authentication certificates for serverl.contoso.com

Answer: AE

QUESTION 14

Your network contains an Active Directory domain hamed contoso.com. The network contains
two servers named Serverl and Server2.

You deploy Active Directory Certificate Services (AD CS). The certification authority (CA) is
configured as shown in the exhibit. (Click the Exhibit button.)
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= certsrv - [Certification Authority (Local)] [= [ = [
File Action View Help

/15.& (_;-f = B b B

F;‘JiEertifi(atlonVA\iJif.filat;(rLocal) 7{ Name Description ?
4 gl corp-DC1-CA | @i corp-DC1-CA Certification Authority

| Issued Certificates
| Pending Requests

|
|
i Revoked Certificates ;
i
} ‘
' | Failed Requests |

You need to ensure that you can issue certificates based on certificate templates.
What should you do?

On Serverl, install the Network Device Enroliment Service role service.
Configure Serverl as a standalone root CA.

Configure Server2 as an Enterprise CA

On Serverl, run the Add-CertificateEnrolimentPolicyServer cmdlet.

Cow»

Answer: C

Explanation:

In a typical CA infrastructure the Stand-alone CAs are primarily intended to be used as Trusted
Offline RootCAs in a CA hierarchy or when extranets and the Internet are involved. In a stand-
alone CA Certificatetemplates are not used. An enterprise CA uses certificate types, which are
based on a certificate template

QUESTION 15

Your network contains an Active Directory domain hamed contoso.com.

You plan to deploy an Active Directory Federation Services (AD FS) farm that will contain eight
federation servers.

You need to identify which technology or technologies must be deployed on the network before
you install the federation servers. Which technology or technologies should you identify? (Each
correct answer presents part of the solution. Choose all that apply.)

A. Network Load Balancing (NLB)

B. Microsoft Forefront Identity Manager (FIM) 2010
C. The Windows Internal Database feature

D. Microsoft SQL Server 2012

E. The Windows Identity Foundation 3.5 feature
Answer: AD

Explanation:

Best practices for deploying a federation server farm We recommend the following best practices
for deploying a federation server in a production environment:

* (A) Use NLB or some other form of clustering to allocate a single IP address for many federation
server computers.
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* (D) If the AD FS configuration database will be stored in a SQL database, avoid editing the SQL
database from multiple federation servers at the same time.

* |f you will be deploying multiple federation servers at the same time or you know that you will be
adding more servers to the farm over time, consider creating a server image of an existing
federation server in the farm and then installing from that image when you need to create
additional federation servers quickly.

* Reserve a static IP address for each federation server in the farm and, depending on your
Domain Name System (DNS) configuration, insert an exclusion for each IP address in Dynamic
Host Configuration Protocol (DHCP). Microsoft NLB technology requires that each server that
participates in the NLB cluster be assigned a static IP address.

Reference: When to Create a Federation Server Farm

QUESTION 16

Your network contains an Active Directory domain named contoso.com. The network contains a
server named Serverl that runs Windows Server 2012. Serverl has the Active Directory
Certificate Services server role installed. Servell is configured as an offline standalone root
certification authority (CA).

You install the Active Directory Certificate Services server role on Server2 and configure the
server as an enterprise subordinate CA.

You need to ensure that the certificate issued to Server2 is valid for 10 years.

What should you do first?

Modify the registry on Serverl.

Modify the registry on Server2.

Modify the CAPolicy.inf file on Server2.

Modify the subordinate CA certificate template.
Modify the CAPolicy.inf file on Serverl.

moowp

Answer: A

Explanation:

http://technet.microsoft.com/en-us/library/hh831348.aspx
http://marckean.wordpress.com/2010/07/28/build-an-offline-root-ca-with-a-subordinate-ca/
Point 4. Setup the root CA to issue certificates with an expiry date of 10 years (will issue to the
Sub CA for 10 years)

Change the following registry path on the Root CA -
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\CertSvc\Configuration\Root-
CA\VvalidityPeriodUnits

Change the REG_DWORD decimal value to 10.

This changes it to 10 years, so when the Sub CA gets a certificate, it won’ t expire for another 10
years.

QUESTION 17

Your company has an office in New York. Many users connect to the office from home by using
the Internet.

You deploy an Active Directory Certificate Services (AD CS) infrastructure that contains an
enterprise certification authority (CA) named CAL. CA1l is only available from hosts on the internal
network.

You need to ensure that the certificate revocation list (CRL) is available to all of the users.

What should you do? (Each correct answer presents part of the solution. Choose all that apply.)

A. Create a scheduled task that copies the CRL files to a Web server.
B. Run the Install-ADCSWebEnrollment cmdlet.

Guaranteed Success with EnsurePass VCE Software & PDF File


http://www.ensurepass.com/70-414.html

The Latest 70-414 Exam ¢ Instant Download 7 Free Update for 180 Days

Run the Install-EnrolimentPolicyWebService cmdlet.

Deploy a Web server that is accessible from the Internet and the internal network.
Modify the location of the Authority Information Access (AlA).

Modify the location of the CRL distribution point (CDP).

nmoo

Answer: ADF

Explanation:

D: access to CRLs for the 'Internet scenario' is fully supported and includes the following features:
CRLs will be located on Web servers which are Internet facing. CRLs will be accessed using the
HTTP retrieval protocol. CRLs will be accessed using an external URL of
http://dp1.pki.contoso.com/pki

F: To successfully authenticate an Internet Protocol over Secure Hypertext Transfer Protocol (IP-
HTTPS)-based connection, DirectAccess clients must be able to check for certificate revocation
of the secure sockets layer (SSL) certificate submitted by the DirectAccess server. To
successfully perform intranet detection, DirectAccess clients must be able to check for certificate
revocation of the SSL certificate submitted by the network location server. This procedure
describes how to do the following:

Create a Web-based certificate revocation list (CRL) distribution point using Internet Information
Services (IIS)

Configure permissions on the CRL distribution shared folder Publish the CRL in the CRL
distribution shared folder Reference: Configure a CRL Distribution Point for Certificates

QUESTION 18

Your network contains five Active Directory forests.

You plan to protect the resources in one of the forests by using Active Directory Rights
Management Services (AD RMS) Users in all of the forests will access the protected resources.
You need to identify the minimum number of AD RMS clusters required for the planned
deployment. What should you identify?

One root cluster and five licensing clusters
One licensing cluster and five root clusters
Five root clusters

Five licensing clusters

cow»

Answer: C

QUESTION 19

Your network contains a Hyper-V host named Hostl. Hostl hosts 25 virtual machines. All of the
virtual machines are configured to start automatically when Host1 restarts.

You discover that some of the virtual machines fail to start automatically when Host1 restarts and
require an administrator to start them manually.

You need to modify the settings of the virtual machines to ensure that they automatically restart
when Host1 restarts.

Which settings should you modify?

Memory weight
Maximum RAM
Startup RAM

Minimum RAM

Ccow»

Answer: C
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QUESTION 20

Your network contains multiple servers that run Windows Server 2012. The network contains a
Storage Area Network (SAN) that only supports Fibre Channel connections. You have two
failover clusters. The failover clusters are configured as shown in the following table.

Failover Role Members
cluster name _
Cluster1 File Services Two nodes
Cluster2 Hyper-V hosting Six nodes

ll 8

You plan to implement 15 highly available virtual machines on Cluster2. All of the virtual
machines will be stored in a single shared folder. You need to ensure that the VHD files of the
virtual machines can be stored on the SAN. What should you do? (Each correct answer presents
a complete solution.Choose all that apply.)

From a node in Cluster2, create a Virtual Fibre Channel SAN.
From a node in Clusterl, create a Virtual Fibre Channel SAN.
From Clusterl, add the iISCSI Target Server cluster role.

From Clusterl, configure the clustered File Server role of the File Server for scale-out application
data type.

Cow»

Answer: AD
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