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Question No : 1 HOTSPOT

Instructions: For each of the following statements, select Yes if the statement is true.
Otherwise, select No. Each correct selection is worth one point.

Answer Area Yes No

SSL can be used to secure network connec- o o
tions to websites

You can use SSL for both encryption and au- o o
thentication
SSL requires both the client and server to o o
have certificates
Answer:
Answer Area Yes No
il

SSL can be used to secure network connec- 0 o
tions to websites
You can use SSL for both encryption and au- o :____:
thentication
SSL requires both the client and server to o o

have certificates (g

@ﬂﬂlﬁe@@}}i}’:ﬁ Yes No

S5L can be used to secure network connec- B
tions o websites

You can use SSL for both encryprion and au- o
thentication

o
SSL requires both the client and server 1o a B
have certificates

* Secure Sockets Layer (SSL) is a cryptographic protocol designed to provide

communications security over a computer network, such as secure connections to
websites.
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* SSL is used for encryption but not for authentication.

* There is SSL for the web server, but the client does not have a SSL certificate.

SSL Certificates are small data files that digitally bind a cryptographic key to an
organization’s details. When installed on a web server, it activates the padlock and the
https protocol (over port 443) and allows secure connections from a web server to a
browser.

Question No : 2

This question requires that you evaluate the underlined text to determine if it is
correct.

"Windows Server Active Directory" enables single sign-on, which simplifies user access to
thousands of cloud applications on Windows, Mac and iOS devices.

Instructions: Review the underlined text. If it makes the statement correct, select “No
change is needed”. If the statement is incorrect, select the answer choice than makes the
statement correct.

A. No change is needed

B. Microsoft Account

C. Active Directory Rights Manager
D. Azure Active Directory

Answer: D

Explanation: Azure Active Directory is a comprehensive identity and access management
cloud solution that provides a robust set of capabilities to manage users and groups.

Azure Active Directory enables single sign-on to simplify user access to thousands of cloud
applications from Windows, Mac, Android and iOS devices.

Reference: Identity and Access Management for the Cloud

http://azure.microsoft.com/en-us/services/active-directory/

Question No : 3
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This question requires that you evaluate the underlined text to determine if it is
correct.

"The Windows Store" allows users of Windows 8 and Windows 8.1 computers to view and
install applications that the users’ administrators make available to them. The computers
must be attached to the domain, and the user must be logged in with domain credentials.

Instructions: Review the underlined text. If it makes the statement correct, select “No
change is needed”. If the statement is incorrect, select the answer choice than makes the
statement correct.

A. No change is needed

B. Microsoft SharePoint

C. The Microsoft Intune Company Portal App

D. The System Center Configuration Manager Company Portal App

Answer: D

Explanation: The System Center Configuration Manager Company Portal app allows
users of Windows 8, Windows 8.1 and Windows 10 machines to view and install
applications made available to the user by their administrators. The machine must be
managed by Microsoft System Center 2012 R2 Configuration Manager, or later, with the
agent installed.

End User Machines requirements:

* Windows 8 Pro, Windows 8 Enterprise, Windows 8.1 Pro, Windows 8.1 Enterprise,
Windows 10 Pro or Windows 10 Enterprise

* Machine must be domain-joined

* User must be logged on with domain credentials

* System Center 2012 R2 Configuration Manager (or later) client agent must be installed

Reference: System Center Configuration Manager Company Portal App

https://www.microsoft.com/en-us/download/details.aspx?id=40795

Question No : 4

What is an example of the way in which a Trojan horse commonly spreads to other
computers?
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A. It inserts copies of itself into other computer programs
B. It traverses a network by exploiting a vulnerability

C. It pretends to be a document from a friend

D. It downloads from an infected web page

Answer: D

Explanation: Trojan horses are commonly found on websites that offer free software, such
as shareware programs. These communal gathering spots on the Web give Trojan horse
writers a degree of anonymity along with the chance of attacking as many random victims
as possible. Since website operators rarely have time to thoroughly examine every file
posted, an occasional Trojan horse can slip through the checking procedures unnoticed. -

Reference: HOW TROJAN HORSES SPREAD

http://etutorials.org/Misc/computer+book/Part+2+Dangerous+Threats+on+the+Internet/Cha
pter+8+Trojan+Horses-
+Beware+of+Geeks+Bearing+Gifts/HOW+TROJAN+HORSES+SPREAD/

Question No : 5

Which type of information about users does biometrics evaluate?

A. phrases a user has memorized

B. where a user is located

C. physical characteristics of a user

D. objects a user carries with him or her

Answer: C
Explanation: Biometrics refers to authentication techniques that rely on measurable
physical characteristics that can be automatically checked.

Note: There are several types of biometric identification schemes:

face: the analysis of facial characteristics

fingerprint: the analysis of an individual's unique fingerprints

hand geometry: the analysis of the shape of the hand and the length of the fingers
retina: the analysis of the capillary vessels located at the back of the eye

iris: the analysis of the colored ring that surrounds the eye's pupil
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signature: the analysis of the way a person signs his name.
vein: the analysis of pattern of veins in the back if the hand and the wrist
voice: the analysis of the tone, pitch, cadence and frequency of a person's voice.

Reference: http://www.webopedia.com/TERM/B/biometrics.html

Question No : 6

Which is a feature Active Directory Rights Management Services (AD RMS)?

A. manages Digital Rights Media (DRM) for digital media

B. provides a permissions system that works with any cloud-based storage solution
C. manages share and file permissions on all servers in enterprise

D. allow users to define who can open, modify, print, or forward a document

Answer: D

Explanation: Windows Rights Management Services (also called Rights Management
Services, Active Directory Rights Management Services or RMS) is a form of Information
Rights Management used on Microsoft Windows that uses encryption and a form of
selective functionality denial for limiting access to documents such as corporate e-mail,
Word documents, and web pages, and the operations authorized users can perform on
them. Companies can use this technology to encrypt information stored in such document
formats, and through policies embedded in the documents, prevent the protected content
from being decrypted except by specified people or groups, in certain environments, under
certain conditions, and for certain periods of time.

Reference: http://en.wikipedia.org/wiki/Active_Directory Rights_Management_Services

Question No : 7

Which feature on Windows Phone 8.1 provides secure encryption of all user data stored
locally on internal data partitions?
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A. Secure Boot

B. Encrypted File System
C. BitLocker

D. TrueCrypt

Answer: C

Explanation: The Windows Phone OS supports using BitLocker technology to encrypt all
user data stored locally on internal data partitions.

Reference: Secure boot and device encryption overview

https://dev.windowsphone.com/en-US/OEM/docs/Phone_Bring-
Up/Secure_boot_and_device_encryption_overview

Question No : 8

This question requires that you evaluate the underlined text to determine if it is
correct.

You have a Windows 8.1 computer in a WorkGroup. To share the C:\Work folder and make
it available to offline users, you need to use the "public" share option.

Instructions: Review the underlined text. If it makes the statement correct, select “No
change is needed”. If the statement is incorrect, select the answer choice than makes the
statement correct.

A. No change is needed
B. advanced

C. HomeGroup

D. basic

Answer: B
Explanation: In the advanced sharing dialog box Click on “Caching” button. In “Offline
settings” dialog box, you can set up caching for files and programs which are offline.
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Share this folder

settings
Share name:

fest

Add Remove

Limit the number of simultaneous users to:

Comments:

Permissions || Caching

QK J | Cancel

Advanced Sharing dialog box in Windows 7

You have the following options:

i) Only the files and programs that users specify are available offline: If you select this
option then, users specify the files and programs which can be accessed offline. It is the
default option.

i) No files or programs from the share are available offline: If you select this option then,
caching will be turned off.

iii) All files and programs that users open from the share are automatically available
offline: If you select this option then, caching is turned on for all files and programs and
they can be accessed offline. Check option “Optimize for performance”.
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Offline Settings —a

e You can choose which files and programs, f any, are available to users
whao are offline.

(") Only the files and programs that users specify are available offline

(") Mo files or programs from the shared folder are available offline

@ All files and programs that users open from the shared folder are automatically
available offline

Optimize for peformance

1, Please see Help for details before choosing this option.

For more information about caching, see Configure Offline Availability for a Shared
Folder.

OK || Cancel

Offline settings dialog box for Caching in Windows 7

Reference: How to set advanced sharing options, custom permissions, caching for folder in
Windows 7?

http://www.moreprocess.com/operating-systems/windows-7/how-to-set-advanced-sharing-
options-custom-permissions-caching-for-folder-in-windows-7

Question No : 9 DRAG DROP

You are setting up the networking for a single-site motel. For three different classes of
users, you need to specify the most privileged network segment each can access.

Match each network to the class of users that cam access it.

Instructions: To answer, drag the appropriate network from the column of the left to the
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class of users on the right. Each network may be used once, more than once, or not at all.
Each correct match is worth one point.

Network Answer Area

Private network Guests Network

Public network Employees Network

Extranet Business Partners Network

Answer:

Network Answer Area
r T T
| Private network : Guests Public network
L — - | .| e el
Tt | 1 ‘
E Public network ! Employees . Private network :

! 1

______________________

______________________

Business Partners Extranet

Explanation:
Answer Area

Guests Public network
Employeces Private network
Business Pariners Extranet

* Guest have only public access.

* Only the Employees have access to the private network.

* An extranet is a private network that uses Internet technology and the public
telecommunication system to securely share part of a business's information or operations
with suppliers, vendors, partners, customers, or other businesses.
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